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THE CHALLENGE

Organizations delivering network-based servicesl mesverful end-to-end solutions to effectively grddictably deliver the differing Quality-of-
Service (QoS) requirements of voice, video, and daplications. Voice, for example, requires a stmatlassured amount of bandwidth, low delay,
low jitter and low packet loss. A data applicatgrch as File Transfer Protocol (FTP) needs morewilth, but can tolerate the delay and jitter.

THE SOLUTION

Cisco 108 Software DiffServ offers application-level QoS araffic management in an architecture that incoaes mechanisms to control
bandwidth, delay, jitter and packet loss. Ciscddeifv complements the Cisco IntServ offering byvpdimg a more scalable architecture for end-to-
end QoS. This scalability is achieved by the meigmas controlling QoS at an aggregate level. Appilicetraffic can be categorized into multiple
classes (aggregates), with QoS parameters defimezhth class. A typical arrangement would be tegmize traffic into premium, gold, silver,
bronze, and best-effort classes.

STANDARDS-BASED

Cisco 10S Software DiffServ is fully compliant withe Internet Engineering Task Force (IETF) stadslaiefined in RFC 2474, RFC 2475, RFC
2597 and RFC 2598. This solution leverages thel&dWw definition of the IPv4 Type of Service (ToSjtet in the IP packet-header by utilizing

the Differentiated Services Code Point (DSCP) fteldlassify packets into any of the 64 possibéssts. When the packets are classified, IETF-
defined Per-Hop Behaviors (PHBSs) including Assufedwarding (AF) and Expedited Forwarding (EF) anpliemented using Cisco QoS tool sets.
Traffic that is characterized as EF will receive tbwest latency, jitter and assured bandwidthiseswvhich is suitable for applications such as
Voice over IP (VolIP). AF allows carving out the laridth between multiple classes in a network adogrtb desired policies. As a value-add, this
implementation also allows a construction of usefirced PHBs, beyond the scope of AF and EF. DSGIe points other than the ones reserved for
AF, EF and best effort service can be associattdam arbitrary PHB.

CISCO I0S SOFTWARE: QUALITY-OF-SERVICE APPLICATIONS

In the Enterprise environment, QoS policies mustratritical business applications to receive regairesources, while ensuring other applications
are not neglected. By classifying the applicatiaffic into premium, gold, silver and other classeb®aseline methodology is set to provide end-to-
end QoS. Diffserv enables this classification Liliaing the DSCP field. Using Cisco DiffServ, a perly designed network can deliver assured
bandwidth, low latency, low jitter and packet légsvoice while simultaneously ensuring slices w@ditable bandwidth to other classes.

Service Providers want to provide value-added sesvio their customers by providing blanket Serizieeel Agreements (SLAs), as well as
application-specific assurances (aSLAs). It is fidssfor example, to divide a customer’s traffidlae network edge into gold, silver, and bronze
classes (also referred to as olympic service) aadige relative / absolute assurances to eachoGilso provides for mapping the per-class IP QoS
requirements into Asynchronous Transfer Mode (AT®Bssification on Flows (CoS) parameters, providimechanisms both at the edge and the
core. Within the Service Provider network, Ciscatdrs end-to-end QoS, via Multi Protocol Label $hittg (MPLS)-Diffserv. MPLS could also

be used as a reference mechanism to translatl t9e$ to MPLS QoS.
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Architectural Components

Packet Classification

Packets entering a DiffServ domain or region (atiée of DiffServ routers) can be classified inaiety of ways—from IP source and destination
addresses, Layer 4 protocol and port numbers, imgpimterface, MAC address, IP precedence, the D&Mk, Layer 2 information (such as
frame-relay DE bits, Ethernet 802.1p hits), andGszo value-added mechanism Network Based AppdicdRecognition (NBAR). Once these
packets are classified on the basis of the critegationed above, they can be processed, conditianeé marked. Packet classification and other
mechanisms can all be performed within the Ciscaliiar QoS CLI (MQC), a modular technique to sepapatcket classification from the policy
applied to the classes, from the application ofpbkécy on an interface or sub-interface.

Packet Marking

The IPv4 Type of Service (ToS) octet has been nedeffrom the 3-bit IP-precedence to a 6-bit DSeRIf(Figure 1). Packets can be marked with
an arbitrary DSCP value / standard values, corredipg to the appropriate AF (Figure 2), EF or wd&fined class. For example, EF is designated
by the codepoint “101110". Cisco 10S Software aspports class-selector codepoints, which is a otetti marking the 6 DSCP bits that are
compatible with systems that only support the IBepdence scheme. These codepoints are in the fdwpz000”, where X, y, and z can represent
a 1 or 0. The codepoint for best-effort trafficMaié set to “000000”. This implementation bringslitidnal value-add by also allowing packets to be
marked with an arbitrary DSCP, and mapping them lically significant (non-AF/EF/default) PHB. Thalows for construction of new and
previously unavailable services.

Figure 1. DiffServ Codepoint Field
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Figure 2. The Original IPv4 ToS Byte
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Bits (0-2): IP-Precedence Defined Bits (3—6): The Type of Service Defined

111 — Network Control 0000 - [all normal]

110 - Internetwork Control 1000 - [minimize delay]

101 - CRITIC/ECP 0100 - [maximize throughput]
100 - Flash Override 0010 - [maximize reliability]

011 - Flash 0001 - [minimize monetary cost]
101 - Immediate

001 - Priority

000 - Routine

Table 1. DiffServ AF Codepoint Table

DROP Precedence Class #1 Class #2 Class #3 Class #4
Low Drop Precedence (AF11) (AF21) (AF31) (AF41)
001010 010010 011010 100010
Medium Drop Precedence (AF12) (AF22) (AF32) (AF42)
001100 010100 011100 100100
High Drop Precedence (AF13) (AF23) (AF33) (AF43)
001110 010110 011110 100110

Traffic Conditioning

At the edge of the network, this component is lalijycresponsible for classifying, marking, meteriagd shaping or policing the packets entering
the network. In the Cisco 10S Diffserv model, clisation and marking are done using the MQC. Metgis done using a token bucket algorithm,
shaping is done using class-based traffic shapirfpss-based frame relay traffic shaping and pwiés done using class-based policing. On the
value add side, Cisco also provides for the pesscécounting Management Information Base (MIB) statistics for each class (regardless of
congestion) can be gathered for management purposes

Policy/PHB Enforcing

As the packet leaves the Ingress Router, and ethiiersetwork core, PHBs are enforced, dependintip@ipacket marking, with the appropriate
DSCP. EF can be implemented using Low Latency Qugu&LQ). AFxy PHBs can be implemented using ClBased Weighted Fair Queuing
(CBWFQ) and Weighted Random Early Detect (WRED#sSSIBased Policing, or Class Based Traffic ShaffdBy S). Locally defined PHBs can
also be constructed using the same tools—LLQ, CBWH#FQ,WRED.
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Table 2. Key Cisco IOS Diffserv Features and Benefits

Features Benefits

Full IETF Compliancy Standards based QoS that can be applied end-to-end

Packet Classifications via DSCP Scalability—Fewer states are stored at the core of the network
Standard and User Defined PHBs End-to-end construction of well-defined services for applications
Modular QoS CLI Granular traffic control and flexible management

AF,EF and Arbitrary Classes Flexible classification and service offerings

SOFTWARE SUPPORT
Cisco 10S Software Release 12.1(5) T and lateliimess

ADDITIONAL INFORMATION

Additional information about Cisco IOS QoS techryl@an be found dittp://www.cisco.conor by contacting your local Cisco representative.
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